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Cybersecurity:Corporations 
and the Cloud
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Your IT Environment



Your IT  
Environment



Cybersecurity: Challenge

The	Cyber	Scene	is	evolving…are	you?



Level of concern about Cybersecurity Among Corporate Counsel

• 2014 study conducted by Hanover Research for Indiana University Maurer School of Law

Cybersecurity is a 
major concern for 

companies 
 including their 

Law Departments



Corporate Counsel’s Top Concerns for Cybersecurity

• 2014 study conducted by Hanover Research for Indiana University Maurer School of Law

Highest levels of 
concern relate to 

reputation damage  
With Customers & 

 Loss of  
Intellectual 
Property



Cybersecurity : Some home-truths

They will get in.
• Cyber attacks are inevitable
• Defences lag Attackers



Cybersecurity : Some home-truths

Malaysia is not immune!
• Not just a US problem



Malaysia Botnet Drones And Malware Infection 2015

According to  
MyCert* 

in October alone,  
214,387 cases of  
Malware infection 
& 146,924 cases of 

Botnet Drones  
traced 

* MyCert: Malaysia Computer Emergency Response Team



A tweet by LizardSquad  
of leaked screenshots  

of bookings made by Ministers

Defaced Government’s  
websites  

by Anonymous

Money stolen from ATM 
through virus



Singapore’s Straits Time’s  
website defaced and hacked  

by Anonymous.

The phishing emails purported to be from 
support@gebiz.gov.sg. GeBIZ is a government-to-

business (G2B) public e-procurement business 
center where suppliers can conduct electronic 

commerce with the Singapore government.  
The fraudulent email advised GeBIZ trading 

partners to complete a one-time account update 
following the roll-out of the enhanced SingPass 
system. User credentials were stolen when users 

entered their username and password on the 
phishing page. 

mailto:support@gebiz.gov.sg


Cybersecurity : Some home-truths

What you do and how 
you manage data security 
is driven most 
significantly by the law.
• Not just an issue for tech. 
• Board level issue as it 



Are	we	doing	enough	to	protect	our	assets	
and	minimise	risk?

Falls upon legal counsel guide Boards & 
CTOs, CIOs answer this question

Cybersecurity : The Basic Question for Boards



In legal speak, this translates to the following legal questions… 

What is the standard of care (S.O.C) by which we will 
be assessed?

Are we discharging our duty of care (D.O.C)?

Are our measures reasonable?



What is the applicable S.O.C?

Compliance
• A Cybersecurity compliance program is a 

good start 
• Not much direct law now so compliance 

alone may not be enough
• Legislation & Sectors specific rules
• exist

Emerging 
Laws
• Track evolving sources of standards
• Case law, statements by the exchange or 

securities regulator
• Widely accepted industry standards

• Periodic 
review of 
S.O.C 



Block and Tackle Approach to action the S.O.C 

Proactive Reactive 

Threat and Risk 
Assessment

Policy Development

Security Deployment

Threat Intelligence 
Monitoring

Penetratrion Testing

Training

Speedy Response to 
Network Attacks

Public Reactions: 
Media Inquiries 

Customer Reassurance

Handle Internal 
Security Breaches  

(if any)

A good proactive  
policy leads to faster 
reaction

Risk Assessment/ 
 Penetration Testing 

[Attorney/Client Privilege]

Rehearsed & Ready 
Team



Critical Legal Input: Cybersecurity Issues

Employee  
Issues & 

Awareness

Internal Security Policies; 
Passwords, BYOD, 

Unauthorised Software

Overall risk  
Management 

Program: 
Compliance

Third Party Risk & 
Procurement

Intersections  
between Privacy & Cyber 

security

Incident Playbook/ 
Response

Risk Assessment/ Threat 
Intelligence Sharing 

Agreements /Penetration 
Testing 

[Attorney/Client Privilege]



Cybersecurity Law: Complex & Multi Disciplinary

Sector Specific 
 Regulation

International  
Industry Standards

Applicable Laws

           

NIST  
Cybersecurity 
Framework

ISO Certification
ISACA- 
Risk IT  

Framework

PCI Security  
Standards 

(Payment Card)

Personal Data  
Protection Act  

2010 

Communication  
and Multimedia  

Act 1998 

Computer Crimes  
Act1997 Penal Code/  

Evidence Act

BNM Regulation: 
BNM’s Guidelines on  
Data Management & 
MIS Framework 

BNM Regulation: 
BNM’s Guidelines on 
Management of IT  
Environment 

MOH Regulation: 
Malaysian Health  
Data Warehouse 
Guideline

MOH Regulation: 
HIMS Blueprint 

…and the list is growing!

Compliance: 
Overall risk  

Management 
program



Internal Security & Privacy Policies

PrivacySecurity

Check for gaps in  
security policies, 

 attorney client privilege

Internal security  
policies

Threat intelligence-sharing  
arrangements

Workforce monitoring to  
detect “Insider Threats”

Information sharing with 
Govt & other companies

Cross-border/domestic  
privacy restrictions

Intersections  
between  
Privacy &  

Cybersecurity



Contract Review: Third Party Risk & Procurement

The Cloud brings new  

Challenges – Govt. 

acce
ss

☑ Properly Secure Information     

Contract Checklist

Notify immediately if information is lost or compromised

Indemnify you for costs associated failure to secure/ 
third party’s misuse

Rights of audit /Full cooperation in the event  of breach 

☑

☑

Third Party Risk  
& Procurement

☑

☑

Customer Contract Mitigation

Disclaimers for cyber breaches from confidentiality 
provisions 



Employee Issues & Awareness

Issues Actions
Communicate  

Risk 
Labor & Privacy Laws Revise Policies &  

Document Revision 
Be Creative 
 & Catchy

Have Clear Policies

Use Actual ExamplesGet management  
on board

Promote education 
& awareness  

Management  
Oversight

Policy on violations 

Protocol for  
suspected  
employees

Education &  
Training 

Employee  
Issues & 

Awareness



The Incident Playbook 

Test and plan for both crisis 
& more routine incidents; 
table top incident role play  
sessions

Assign clear roles &  
responsibilities

Close alignment with legal

Have a shortlist of external  
counsels & IT forensic specialists

Identify key players  
(Communications, CISO,  
Corporate Security, Business)

Internal  and External  
Communications

Highly visible incident reporting 
process & education

Incident  
Response



 
Handling an Incident - Realtime

Priority: Stop the Bleed, Identify the Source of Attack 

Structure response: Establish central “command” to coordinate interactions 

Protect attorney-client privilege (ACP)

Interact with law enforcement – Coping with Info demands

Comply with data breach notification laws both in Malaysia and abroad

Payment cards industry investigator – not acting for you

Assess potential liability as well as court orders to stop the bleed or seek info

Preserve Evidence

Incident  
Response

Be prepared to handle the media – what to say, how much.



Cybersecurity Issues: Your Critical Legal Needs
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Assessing Risk – Threat intelligence sharing agmt /Gap testing (ACP)    

3rd party providers / customer contracts – Policies & Contract review

Employee Issues & Training

Advising on privacy laws – data transfers, govt. access, employee

Developing and reviewing incident playbook

Handling an incident

                 1
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Compliance with laws and standards – Review security policies 



Thank you
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